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Report Received on 07.11.2025.

Objective:

The primary goals of this Hands-on Workshop included:
A demonstration that showcases prevalent webserver vulnerabilities, risks associated with credential harvesting, and
simulations of phishing attacks. The aim is to identify and discuss the cybersecurity challenges encountered by
interconnected networks and various industries.

» Anemphasis on social-engineering and social-media attack awareness, along with a demonstration that highlighted best
practices for prevention and password security.

« A demonstration intends to raise awareness regarding online threats. The workshop underscore the vulnerabilities of
web servers and illustrated how attackers might exploit weak login systems.

The program commenced with a formal welcome from Dr. S.V.S.Ganga Devi, Head of the Department of CSE (Cyber
Security). In her address, she underscored the significance of the session and expressed gratitude to the Management, Vice
Chancellor, Registrar, Principal, Vice Principal, Dean of the School of Computing, and Faculty for their unwavering support
in organizing the One Day Offline Hands-on Workshop for the students. Subsequently, Dr. Chandra Prakash Gupta, Dean-
School of Computing, highlighted the significance of cyber security in addressing the challenges faced by organizations and
industries. Furthermore, he stressed the necessity of enhancing knowledge regarding cyber security tools to meet industrial
requirements.




The resource person, Chandraprakash Sankar, commenced the session by expressing his sincere gratitude to the participants,
the organizing members, and the Management of MITS, Madanapalle, for providing him with this opportunity.

The speaker initiated the discussion by detailing a demonstration of web server hacking, identifying the vulnerable servers
and explaining how one can gain unauthorized access using any login credentials. Additionally, he covered methods for
extracting Aadhar cards, PAN cards, and other user IDs and passwords from these vulnerable websites. Furthermore, he
simulated password security measures and phishing attacks. The workshop underscored significant cyber threats, including
phishing attacks, ransomware, data breaches, identity theft, and incident response, highlighting how these risks can disrupt
interconnected digital systems. The session also emphasized the importance of data governance, encryption techniques, and
secure authentication methods to ensure privacy and integrity in digital communications between networks.

Key Highlights of the Session:
e  Cyberbullying
e  Vulnerable Passwords
e Vulnerable Website Hacking
e Vulnerable Camera Hacking
e  Cyber Crime and Cyber Law
e Password Remover Tool
e  Gmail Phishing Attack
e  Anti-Phishing
o Key Loggers
e  Growth Hacking
e  Email Header
Password Cracking

e Mobile Hacking analysis

e [P Logger

e  Cyber Countermeasures
Outcome of the Workshop:

At the end of the session, participants were able to:
e Enhancing the understanding of digital security threats and preventive measures.
o  Exposure to identifying and mitigating webserver vulnerabilities, credential-harvesting, and phishing risks.
e  Protecting the sensitive personal information (Aadhaar, PAN), password management, and social-media security.

A Memorandum of Understanding (MoU) was signed between Madanapalle Institute of Technology & Science
(Deemed to be University), Madanapalle and Hackers InfoTech to strengthen collaboration in the field of Cybersecurity
Education, Training, and Research.
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Vote of Thanks:

The session concluded with a vote of thanks presented by Coordinator Dr. KP Manikandan, Assistant Professor in the
Department of CSE (Cyber Security) at Madanapalle Institute of Technology & Science (Deemed to be University),
Madanapalle.
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Cybercrimes, methods to prevent them and
the MoU program at MITS University

Madanapalle, November 06(Skyline daily): At MITS
(Madanapalle Institute of Technology & Scicnce) Deemed
) he Department of

Computer §
organized a hands-on workshop
curity Threats \Iukrlhg suspices of III(

guest of the program was Chandrs aprakash
under and CEO of Hackers Infotech, C]
Dean School of Computing Dr Chandraprakash Gupta,
Head of the Department Dr Gangadevi, Dr Manikandan
and M Srilakshmi Preethi, who lit the lamp and inaugu-

rated the program. Speaking at the event, Chicf Guest
Chandraprakash Sankar said that in this rapidly develop-
ing digital era, there is a lot of information about busi-
nesses and individuals online, and cyber attacks target-
ing these are increasing day by day. he said. He said that
students should increase their awareness of the modern
technologies required to protect sensitive data and miti-
gate cyber nisks duc o the increasing cyber attacks, and
students should be able to understand the problems and
come up with solutions to them, he said. He said that
human crror is the main reason for data breaches, and
social engincering scams have become more sophisti-
cated, he said. Students were made aw
to identify threats such as cyber atta
phishing, malware, respond to them in a timely manncr
and prevent them. He said that measures such as isolat
ing or temporarily shutting down systems affected by
cyber crimes should be taken from the network. He sad
that artificial intelligence has become of utmost impor-
tance in the ficld of cyber security in timely response,
carly detection of threats and strengthening digital secu-
rity. Mutual agreements were signed to provide intern-
ships and job opportunities to students. Faculty, stu-
dents and others participated in this program
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